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Similar research

1. Signature in a motif

T
P
|
L
)
Q1
‘L—h
1
[

Th @
i
g
9
ne
\
-..’I
¥
T
™

Ej"l I
! - W)
Ls

2.  Substitution cypher




CASE: Colombia 2010

Morse code in the song
Broadcast to the general public

Decoded only by captive soldiers

Jeff Maysh: A declassified and unbelievable hostage rescue story



How to write a melody
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System design

message - BASE32 - AES128 - music composition - MIDI

data High entropy midi

— encrypter s> encoder




Harmony

Set of all notes {0, 1,2,3...128 };
Key as asubset{0,2,4,6,7,9...127}
Chords{l, V, VI, IV};

Permutations {{0, 1, 2, 3},{0, 1, 3, 2}...{2, 1, 3,0} }



Rhythm

All possible rhytmic units

1. 2. 3. 4. . 6. 7. 8.

Units sorted into their

respective place in the period
1. JIAJIC|iBJIC |ID JIAJuB|1. JID JHA JIC JID |NIC JID
MAJIA juBj 1B JAJID Jusj iBjHICjIDjimc jmp D jlic JliD

12 units generated

from input
A. B G

L] 7. 1.
.| 4. ¥ 4.
n.| 2. 8. 6.




Melody

Melody generated using steps Melody generated using leaps
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Melody with repeated content
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How to use software tool - brief

public static void main(String[] args) {

CryptoModule cryptoModule = new CryptoModule();
CompositionModule compositionModule = new CompositionModule(); A
String input = "pavolsobota™; E)
String a; :>

String b; Musicmid

Output:

Ipavol5Dbotﬂaaaaaaaaaaaaaagmamctfhskd47szérnkn67lafxaf

Desired output Padding symbols Garbage output with the purpose of
generating whole song

Process finished with exit code 0




Implementation details

! ' github.com/xsobotap/Music-cipher

java, with JFugue library # of music

stored sounds
bits good



Output



Survey

86 respondents
8 songs - 3 ours - 5 composed by humans
similar instrument

similar length




Survey

The outcome of the survey =

46
44
42
40
38
36
34
32
30
28
26
24
22
20
18
16
14
12
10
8
6
4
2
o
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Thank you for your attention



