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Terms and definitions

SNARK — Succinct Non-interactive ARguments of Knowledge.
Constraints — special equations, used in SNARK.

HadesMiMC (2019) — block cipher, optimal for using in SNARK (with small number
constraints per bit).

In 2019 new strategy HadesMiMC appeared which crucial points are:
- to reduce the number of s-boxes,
- to reduce the number of constraints.

Hash-function Poseidon: “Hades inside SPONGE”; is optimal for using in SNARK: up
to 0.18 constraints per bit, which is about 8 times smaller than for the Pederson
hash-function.



Sponge and Hades constructions
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Formalization of HadesMIMC (l)

Let p be a large prime, / is its bit length, / = log p . In our case / = 753.

We define a bijection s : ) — F as s(x) = x"mod p , where (u,p — 1) =1, oras

x"'mod p, if x #0;
s(x =
0, otherwise.



Formalization of HadesMIMC (ll)

t
For some 7€ N let us define values x,CE(Fp) iS = (,, I ) = (t, e ),
where xl.,cl.er, i=1t.

Let us define two mappings: S™ : (Fp )t —> (Fp)t ST :(Fp)t —)(Fp)t as

S (x) =l s(x)-v5(2)). SPR ) =055 )) (1)

Finally, let us define MDS-matrix A : (F . )t > (F " )t of the size 7 X 7.



Formalization of HadesMIMC (ll)

Let us define the round functions for permutation HadesMiMC. They are of two types:

round function with full s-box layer, which is defined as fcﬁ‘ . :(F : )t —%(Fp)tg where for

arbitrary C € (Fp )t :
£ (2)=48"" (x+C), 2)

and round function with partial s-box layer, which is defined as f.” e (F » )t =y (F 4 )t . where for

arbitrary C € (Fp )t :
£:7 x) = A5 [x % E), 3)

where x * C = (xt P T cl) and “+” is field addition (addition modulo p ).



Formalization of HadesMIMC (1V)

Definition 1: HadesMiMC-like block cipher (or permutation) with parameters p. 7, u,

(Dt U a0 oare | z z "
and 7, is the family of permutations Hcl-p’t” o r"'Z(Fp) —)(Fp) parameterized by

> 2’ﬂ.g:+’pm

C:(Cl,... C ) C & (F,) . which is defined as

(Pttrpg Tom ) i i il il
HC. ﬂ-».var.(x):fﬁ‘ o___ofﬁ‘ Ofpart o___ofcfz‘loﬁilo___o_f;‘fl x)_

1%} Yl rpart Crﬂd‘v-o-rm,ol Clrﬂm‘orpm.t
4)

If parameters p. I, u, s and Fpar ATC SEL, We will write H ., for simplicity.



Main remarks to [1, 2] about security estimations against

differential and linear cryptanalysis

Differential cryptanalysis. The main result which expresses security of
cipher with parameter of s-box, branch number of linear operator and a number
of rounds is correct only in the case of sequential full rounds. It should be
further improved for HadesMiMC because there are partial rounds between
two sets of full rounds.

Linear cryptanalysis. The main results given in [1,2] are correct in case of
’classical” linear cryptanalysis; SPN-structures based on operations in prime
fields require further analysis.



Security Against Differential Cryptanalysis ()

Proposition 1: HadesMiMC-like block cipher (4) is Markov cipher.

Proposition 2 (easily derived from [3]): for HadesMiMC-like cipher, its security against
differential cryptanalysis is upper estimated with the value A°, where
A = max —Z&(s(xwa)—s(r) B),
a.Bs F

GG|95

and “-” are field addition and subtractlon b is the number of active s-boxesin all rounds.

Proposition 3 ([4]): the number of active s-boxes in 2 sequential rounds with round function
(2) 1s not less than branch number br(A) .



Security Against Differential Cryptanalysis (ll)

Proposition 4 (obvious): the number of active s-boxes in all rounds of (4) isn’t less than the
number of active s-boxes in rounds with full s-box layer.

Proposition 5 (corollary of Prop. 2 and Prop. 3): the number of active s-boxes in (4) isn’t
less than

2(r+1)-[rﬂ] (6)

2

3 p -1

Proposition 6: 1) let s(x)=x"mod p and (p — l,u) =1.Then A<2™".
y4
2% 4 -+
ii) let s(x)=x"mod p. Then A <—.
y4

Proposition 7: let r, is even, s(x)=x"modp or s(x)=x"modp and

A :(F )t - (F )t is MDS matrix of the size # X 7. Then security estimations of the block cipher

p p

(4) against differential cryptanalysis is upper estimated with the value

- ( gty jl’_t°l}n_, & ( 4 ](f°1}r=.x
=] — or =| — .
p y4



Security Against Linear Cryptanalysis

Proposition 8: security estimations of the block cipher (4) against linear cryptanalysis is
upper estimated with the value

max ELP® (z.p)< P

Z-PEF,

2

=3 (2(x).0(5(x))

J‘E}‘;

I o= L(s) = max
Z.PEF,

where y and p are additive characters of F (characters of additive group of this field).

(u-1)

Proposition 9: let 5(x)=x"modp, # € N.Then L(s)< ;
p

x"'mod p, if x #0;

. Then L(S)S

i 16
Proposition 10: let S(x) = s
p

0, else.



A number of rounds

The number of full rounds for HadesMiMC can be easily found from inequality

2 (r‘]‘)r.«a:
()™ o
P

For example, if /(p) =750, =3, u=13 we get r,, = 2.
Similar inequality also holds for inverse s-boxes.

But for reasons of symmetry it is recommended two full rounds on the beginning and two at
the end of SPN.
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