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Terms and definitions

● SNARK – Succinct Non-interactive ARguments of Knowledge.

● Constraints – special equations, used in SNARK.

● HadesMiMC (2019) – block cipher, optimal for using in SNARK (with small number 
constraints per bit).

● In 2019 new strategy HadesMiMC appeared which crucial points are:
- to reduce the number of s-boxes;
- to reduce the number of constraints.

● Hash-function Poseidon: “Hades inside SPONGE”; is optimal for using in SNARK: up 
to 0.18 constraints per bit, which is about 8 times smaller than for the Pederson 
hash-function.



Sponge and Hades constructions

Figure 1. Sponge (left) and Hades (right) constructions



Formalization of HadesMiMC (I)



Formalization of HadesMiMC (II)



Formalization of HadesMiMC (III)



Formalization of HadesMiMC (IV)



Main remarks to [1, 2] about security estimations against 
differential and linear cryptanalysis

Differential cryptanalysis. The main result which expresses security of 
cipher with parameter of s-box, branch number of linear operator and a number 
of rounds is correct only in the case of sequential full rounds. It should be 
further improved for HadesMiMC because there are partial rounds between 
two sets of full rounds.

Linear cryptanalysis. The main results given in [1,2] are correct in case of 
”classical” linear cryptanalysis; SPN-structures based on operations in prime 
fields require further analysis.



Security Against Differential Cryptanalysis (I)



Security Against Differential Cryptanalysis (II)



Security Against Linear Cryptanalysis



A number of rounds
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