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Name Type Basis Private key, bit Public key, bit Cipher text/signature 

Lepton Encryption Code 80 4128 5557 

3Bears Encryption, KEM Code 40 1584 1697   

qTESLA Signature Code 4128 6432 5920 

Classic 

McElliece 
Encryption Code 13908 1047319 22 

LEDAcrypt Encryption, KEM Code 40 18016 9008 

Dilithium Signature Code 3856 760 3366 

FrodoKEM KEM Lattice 31272 15632 15768 

RQC KEM Lattice 3510 3510 3574 

NTRU Encryption Lattice 6230 6734 140 

SIKE KEM Isogeny 826 726 766 

Rainbow Signature Multivariant 

Polynom 
1319000 871000 118 

LUOV Signature Multivariant 

Polynom 
32 39300 4700 

SPHINCS Signature Hash 1024 1024 41800 

Picnic Signature Other 256 512 209474 

RVB KEM Other 334 332 

WalnutDSA Signature Other 1040 634 7704 

pqRSA Encryption, 

Signature 
Other 25769803776 8589934592   8589934592 

RSA Encryption, 

Signature, KEM 
FF-DLP 3/384 384 384 

Elliptic curves Encryption, 

Signature, KEM 
DLP 64 128 128 

Era of Post-Quantum Approaches 

Try to satisfy: Encryption. KED and DES 
 

To have less computation complexity and 

faster realization 
 

Less cipher/signature data 
 



The MST Cryptosystem 

As lager order than stronger cryptography 
 



Description of MST3 algorithm 
 

Alpha to be used for Public key, 

Beta and t – for private 
 



MST3 results for Suzuki groups 

We are interested in groups with large order; potentially, for a smaller field, we can achieve less computational 

complexity without reducing security. 

 

Suzuki group has a big center and simple 

group operation 
 
 

The secrecy of the cryptosystem is defined by 

the finite field for determining the coordinates 

of the Suzuki group elements. For 256 bits-

like security, the field should be 2 ^256. 
 



The automorphism group of the Hermitian function field 

Max order equals q^8 

Many automorphism are exist. 

Automorphism with a group 

operation for sigma mappings was 

chosen for the cryptosystem 

implementation 

The calculations are greatly simplified to determine 

the group in the field of odd characteristics. The 

three coordinate representation of the elements of 

the group is also simplified. There is no need to 

solve the H equation for the coordinate C. 



Encryption scheme on the extension of automorphism group of the Hermitian function field 

Our proposal for improvement is determined 

by the fact that in addition to the logarithmic 

signature in the center of the group, we 

added another logarithmic signature along 

the coordinate B.  

Thus, we have increased the number 

of arrays of Beta, noise, Alpha, 

Gamma, and t accordingly. 



Example 1 Construction of a tame logarithmic signature 



Example 2 Key Generation 

An example with 

constructed arrays for a 

finite field 3^4. 

Two Beta arrays, two noisy 

alpha, gamma, t. 



Encryption scheme on the extension of automorphism group of the Hermitian function field 

Two session keys for the 

encryption to be used 

(same type as log 

signatures) 

Output will be 2 times 

bigger if 3rd coordinate 

will be used 

Decryption to be executed 

in two iterations. Each 

iteration recovers R 
session keys. 



Security Analysis 

Potential security defined by q^3 value. 

Session keys should be bind by matrix 

transformation 



Conclusions 
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