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Sandpile model

Discete logarithm problem

General problem

Let G a multiplicative group, g, h € G. The problem is to find an
x such that g* = h.

v

In additive groups

Let G be an additive group, g, h € G, The problem is to find an
x such that x- g = h.

.
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Sandpile model

Sandpile graph
A (V,E,s) triplet is called sandpile graph, if (V, E) is a directed
multigraph and s € V is a globally accessible vertex.

A vertex is globally accessible or sink, if it can be accessed from
each of the vertices of the graph G.
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Sandpile model

Configurations

Configuration

A configuration over G is a ¢ : V — Z function, such that
c(v) =0 for all v e V*, furthermore c(s) = — Z c(v), and

ve

<@

denoted by ¢ = (cy, ..., Cn).

| N\

Stable configuration

A c configuration is stable in v e V\{s}, if c(v) < d (v).
Otherwise, c is unstable.

N

Qe
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Sandpile model

Stabilization

An unstable ¢ configuration can be fired, which gives a ¢
configuration. It means we reduce c(v) by d~(v), and every
adjacent u vertex of v increases by 1. So that

c(u) —d (u), ifu=v,
¢(v) =< c(u) + 1, if v and v are adjacent,
c(v), other.

We say a firing is legal, if ¢ is unstable at v.
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Sandpile model

Sandpile group

Stable addition

Let M denote the set of nonnegative stable configurations on G.
Then M is a commutative monoid under stable addition

a®b:=(a+b).

A stable addition is a vector addition in NV followed by
stabilization.
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Sandpile model

Accesible configuration

A configuration c is accessible if for each configuration a, there
exists a configuration b such that a + b — c.

Recurrent configuration

A configuration c is recurrent if it is nonnegative, accessible, and
stable.

Sandpile group

The collection of recurrent configurations of G forms a group
under stable addition, that is called the sandpile group of G and
denoted by S(G).
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Sandpile model

Example

Elements of sandpile group

a=(211,2)

1 C = (2,0, 1,2)

' a=(1,1,1,2)

<2/// // l\\ > C4:(1707172)

1 1 L C5:(071>172)

e = (1,1,0,2)

1 C7 = (2,0,0,2)

= (2,1,0,2)

1 C = (2717071)

—_ o= (2,1,1,1)

C1 = (2, 1, 1,0)
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Solving DLP

The D divisors of the G groups are the elements of

Div(G) = { Z a,(v)|a, eZ}

veV(G)

Monodromy pairing

Let P be an arbitrary pseudoinverse of the L Laplacian matrix,
then monodromy pairing can define as the following:

(Dy, Dy) = [D1]" P[D,] (mod Z).
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Solving DLP

Solving DLP

Input: Dy, D, € DivO(G_), where D, = x - Dy in Jac(G)
Output: x (mod ord(Dy))

Q@ Compute (Dy,g) =n +7Z and (D, g) = + Z.

© Solve the r; = rnx + y Diophantine equation to get

x (mod ord(D)).
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Solving DLP

C? Square cycle
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Solving DLP

Square cycle

Let n be a positive integer, and C, a cycle graph with

V = {wv,...,v,} vertices. Than C? square cycle is a 4-regular
graph with vertex set V/, and ith vertex is adjacent to
i+1(mod n) and i +2 (mod n) vertices.

The sandpile group of C2 is the direct sum of two or three cyclic
groups, which are the followings:

S(CS) = Z('LFn) @ZF,, DZ nr, .

(n,Fn)
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Solving DLP

Solving DLP

@ Compute L = D — A Laplace-matrix and P pseudoinverse
© Specify D,,, D,,, D,, divisors of gi, g2, g3 generators

© Compute divisors of ¢; and ¢, configurations
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Solving DLP

Solving DLP in cyclic groups

Q D, P D, and D, - P D,
D., - P-Dg and D, - P - Dy,
D., - P-Dg and D, - P - Dy,
pairings gives solutions for Diophantine equations modulo
ord(g1), ord(g2), ord(g3)

©@ Solving that congruence system with Chinese remainder
theorem, the solution of the DLP can be given.
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Generalised inverse

Generalised inverse

k-circulant matrix

A square A = (a;;) matrix is k-circulant, it there exists a k such
that the matrix has the form of

do ai d> ... dp-1

ka,,_1 kag a ... dp-2

A= | kap_o ka1 a ... ap_s3
kal k32 ka3 do
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Generalised inverse

Generalised inverse

Let A an n x n k-circulant matrix with first row ag, ..., a,_1 and
with o, ..., 1,1 eigenvalues. Let w be primitive nth root of
unity, and suppose A" = k. Then the first row by, ..., b,_1 of A°
is given by

1n—1 o
== B0, i=01,...,n-1
b; nj_oﬁj()\w’) , i=0,1,....n ,

where

0 if/L_,':O;
B=AL i 0
1 Hi '
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Generalised inverse

Suppose that the generators of C2 are g;, the input
configurations of the DLP problems are ¢;, than the monodromy
pairings are given by the following form.

Vio
Vi1
P.-g = i , Where
Vin—1
n—1
2 Pr - 81 if k= O;
=0

Vik =

)

n—1
Z "Pi—k (mod n) - & if k#0.
1=0
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Generalised inverse

Monodromy pairing in C2

The monodromy pairing can also be given by

n—1 n—1 n—1 n—1
G-P-gi= Z Gl Vi = CmZP/‘é’HrZ Ck ) Pi—k (mod n) "8I
1=0 1=0 k=1 /=0

Conclusion

With this method the monodromy pairing can express explicitly,
and the solution of the DLP is depending on solving at most
three Diophantine equations and the congruence system.

.
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Generalised inverse

Size of the graph 8

Input configurations |[(2, 2, 3,2, 3,1, 3), (3, 3, e, 3, 1, 2, 'l)]V‘

= L
by 1
L‘-12 B lg%ﬁ )
3 ¥
The L pseudoinverse of S(G)= B g
22. 224
= 25
— e}

«O> «Fr <«

Krisztidan Dsupin 20th Central European Conference on Cryptology



Generalised inverse

Generators of S(G):
(3,2,3,2,2,0,2)
(1,3,3,2,3,3,0)

Using the 1. generator

1376 11
D, -P-Dy——= =65+
D, P-D, =23 5.3
h - i i
) . 1 3
Solving the following Diophantine equation- HITY=%
It's solution:
21 = 18 (mod 21)
Using the 2. generator.
11011 151
D.-P-D, - 0+
a 7= 168 ' 188
3007 __ 17
Do P Dy="p =55+ o
Solving the following Diophantine equation: 151 T+ = E
¢ g biop . 8" Y %6

Its solution:
9 = 165 (mod 168)

Using the the solutions of the Diophantine equations and the Chinese remainder theorem
Solution of the DLP is = 165.
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The end

Thank you for your attention!
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