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Topics:

« a property which all ciphers ever made have...
« except that nobody has yet studied it
« they “imitate” a latin square!
 are ciphers made with random permutations?
« they never are: few rounds
» they always are: many rounds

 history of Enigma and what nobody told you until today
« mysteries about design of Enigma Rotors in 1929-1945
« strong linear and differential properties of Enigma
« the Zagreb Enigma A 16081 from 1943.
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For 100 years encryption
[block ciphers, Enigma]

was about

e
U=

Composing
Permutations

non-commutative
3 Nicolas T. Courtois, 2020 POQ + QOP




rotor Il Mystery Question

(1929) sl i o
ABCDEFGHIJIJKIMNOPORSTUVWXY =
EDFHJIJLCPRTXX VZNYE IWGAKMUS QO
CEGIKBOOSWUYMXDHVEZJIL.TRPIN-A.
DEFEHJIJANPRVITXILWCGUEYIKSQOM=ZE
EGCGILZMOOUSWR VBE TDXXHJORPNIL.YAC
FHYLNPTRVJUAESCWG IQOOMKZZEBD
G RKMOSQU I TZDREVEFHPNLJOWYACE
W I LNRPTHS YCOAUEGOMK IV ZEBDE
ITERKMQOQOSGCGRXXBPZTDENL JJHUWYACEWY
T ILPNRFQOWAOYSCEMKIGTVXZEBDUH
KOMOEPVZEZENXREBDILLJOHFEF SUWYACTGL
I N IL. P DO UYMWOACK IGERT VX ZBEBSEFHI
RO C N T IL. VP ZEIOHFDOSUWYAREGTIM
I NEBMSWKUOYATITGECPRTVXZODEHILJ
AT RVJIJ TN ZHFDBOOS UWY PCEGKIM
KU LSMWYGECATI PRTVXOEBDEJHILZ
T P THRILVXFDBZMOQOS UWNACETITGEKY.J
1T SGOKUWECAY LNPRTVMZEBDHEJIOXITO
T  F P T VDB ZEZEX HFKFIMOOSUILLYACGE TWHINR
T OIS UCAYWILNPRTREKXXZEBFDHVGMOE
T HRTBEBZEXX VI KMOOS WY AERECGUFRFIL.PDINY
0 OSAYWUHIILNPRIVIZDBETERKOCMG
T IREXX VTG IRMOOHUWYCAESDJIONEBIL.FP
T WS FHJIILINPG T VB ZDRCIMAKEODO
=2 VWV TREGIKMOFSUWAYCOBHI.ZJIJDINPXX
4C tois. CECC 2020 1 SODFHJILNERTVZEZEXBPAGEKY TCMOWU
ourtois, S  PCEGILIEKMDOS UYWAOZFEF JIOXHEBILINVTR
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Permuted Alphabets == Several Permutations P,

20
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- Kryptos @CIA Langley HQ A
* Cyrillic Projector

B i} i

wakd NEHAOOXIILNY
s CETELONOERON
184 MOLIF9aNINdRE

LlNEK O LTEHIE!
MLNHE TIXDT
MEARH O E N,
WU QPRPON

oM. GII9I@EREIDIIAN

OM E'lﬂil!'tlll_'lﬂﬂ!’-”

GaNNNANY g
KRR




Older Then You Think!

 Vigenere cipher = “le chiffre indéechiffrable”
was known earlier and described by Bellaso
in 1553 cf.

Blaise de Vigenére
French diplomat
and cryptographer




Older Then You Think!

 Vigenere cipher [1553]
« Latin squares in maths:

7 *s
August 15, 2014 {_ % SEOULICM2014 % 03
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The official newspaper of the 27th

International Congress
of Mathematicians

2014 Seoul
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.' CHol Seokjeong and tradltlonal Asian mathematics

Confucian scholar’s discovery
~ predates the work of Euler




Older Then You Think!

studied by Korean
mathematician
Seok-jeong Choi

£| 4
published Gusuryak

P42

 Vigenere cipher [1553]
« Latin squares in maths:
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Six Alphabets Only == Six Permutations P,

 Vigenere cipher [1553] A}
« Latin squares [1700]

Nopyys <41

VIKJIMOII PCY ®XII[UIBH B0 TEHBABBT K3
BB IIX3UAKIIMOI PCY SXIIIUIIBHBIOATEHBA
ABBT IK3UMKIIMOIIPCY ®XIIUIIBHSIATEHRD
CYPXIIUIBE30A TEHbABB 'K 3UKIIMOII P
T IDK3VKIIMOIIPCY X IIIUIIBH B0 TEHBABB
TEHBABBIIX3UKIIMOIPCYSXIIUIBESI0SI B § [ od B




Key Property — Latin-Square - Column Wise

Each letter appears ONCE in each column.

ABBPHEKBMﬁKﬂMHOHﬂCTY@XHQMMEHbSDH

VIKJIMOIIPCY ®XIIITUID
BRI IIK3UVKJIIMOIIPCY
ABBI'ITK3VNKIIMOIIPC
CYDXINUITBHIIOATEH
T IX3UNKIIMOIIPCY®X

3
o
M
b

SIOATEHBABBI'IX3U
XIMIUITBHSIOATEHBA
OXUITUITBRSIOATERD
ABBTIX3MMKIIMOIIP
[MUITBRISIOATEHBABEB

TEHBABBTIX3UNKIIM

O

[TPCY®XIIUIIBH S0



Enigma Rotors

Each letter appears ONCE in each column?

i plo R o p!

ABCDEFGHIJKLM
' | BDFHJLCPRTXVZ
' | CEGIKBOQSWUYM
* | DFHJANPRVTXLW
* | EGIZMOQUSWKVB




Enigma Rotors

Each letter appears ONCE in each column?
IN FACT you NEVER get a complete Latin Square.

Very HARD to achieve

[and was NEVER achieved yet as far we know]

p'oRmop'

ABCDEFGHIJKLM

BDFHJLCPRTXVZ

CEGIKBOQSWUYM

DFHJANPRVTXLW

EGIZMOQUSWKVE



\

“almost” |

Many Enigma Rotors Approximate This Property

Each letter appearsYONCE iIn each column.

Table 1. Collisions and entropy of one column for selected historical rotors.

rotor name Nb. | code | dates |[[/mS(R)|Ent(R)
Army I 1 EKM 1930 17 3.95
Army II 2 AJD 1930 19 4.16
Army III 3 BDF 1930 20 4.21
Army IV-VIII 4-8 1938-39|(| 23/24 |=> 4.47
Railway I-III 12-14 1941 23/24 | > 4.47
Japan/Tirpitz 37-44 1944 23-25 | =>4.47
Hungary G-111 I-1II|12-14 193X 23/24 | = 4.44
Swiss Airforce I-1II |17-19 1938 16/17 | ~3.85
Norway I 20 | WTO| 1945 13 3.46
Norway II 21 GJL 1945 16 3.80
Norway III 22 JWF 1945 15 3.66
Norway IV 23 ESO 1945 15 3.80
Norway V 24 HE)] 1945 15 3.80
Zagreb 16081 V 66 |[WMG| 1935 25 4.62




No Omega - Enigma live in Zagreb 2013




cryptocellar.org/pubs/EnigmalnSpain.pdf

Zagreb Enigma

Enigma A 16081, usedin 1943

by German Military Attaché in Zagreb
wheels and reflector bear Greek letter A
found by TICOM in 1945

[US army archives, now in Berlin]

Wheel Wiring

Wheel I Notch Window
ABCDEFGHIJKLMNOPQRSTUVWXYZ l

I CVFWJOBXANQTDZUMEYRPSKGILH ) Q

IT XJGURHZMYDLATWKSEPNCQFOIBV M E

III SYIGXELDUKBVOAWTZHQNFCRMJP D \%

IV HKTZDSRFWPCQJIYXNVMUGELAOB R J

\' WMGRKEJUAZFTOXINDYBQVHLCPS H Z
UKW DONAJUXTQELKSCBZIVMHFRYGWP
ETW ABCDEFGHIJKLMNOPQRSTUVWXY?Z

Figure 20. Wheel wiring for the Zagreb Delta machine A 16081.




Zagreb Enigma Rotors Approximate Exiremely Well!
L “almost”

Each letter appearsYONCE iIn each column.

Table 1. Collisions and entropy of one column for selected historical rotors.

ImS(R)
17
19
20

23/24
23/24
23-25
23/24
16/17
13
16
15
15
15
| Zagreb 16081 V | 66 |WMG| 1935 |[[ 25 P(win)@lottery




Enigma

Rejewski

F\ R

or How Some
Mathematicians
Won the WW?2...

S MAREK GRAIEK B

CEall DERMOT TURING

[NIGMA

Ou contmentlesalliés
ont réussraeosses le tode nazi

THE REAL STORY OF HDW
EHIGMA 'UI.TA},. BH-DI-».EN




GOST, Self-Similarity and Cryptanalysis of Block Ciphers

Cryptanalysis
from Greek

 kryptos, "hidden*
 analyein, "to untie*

Term coined in 1920

by William F. Friedman.
« Born in Moldavia, emigrated to US in 1892.
« Chief cryptologist at National Security Agency in the 50s.

18 © Nicolas T. Courtois, 2006-2013



Encryption — Permuted Alphabets

A different permutations on 26 letters is used at each step

ciphertext

plaintext

-self-reciprocicity = involution pty
-no fixed points
-fast parts in outer layers

19 Nicolas T. Courtois, CECC 2020 Zagreb m.



Marian Rejewski

December 1932: |
reverse engineering of Enigma rotors

— “the greatest breakthrough in cryptanalysis
iIn a thousand years” [David Kahn]

— cf. John Lawrence, "A Study of Rejewski's Equations”, Cryptologia, 29 (3), July 2005,
pp. 233—247. + other papers by the same author

26! =~ 834

20 Nicolas T. Courtois, CECC 2020 Zagreb DAVID KAHN



This Paper

Also:
reverse engineering

— inside just ONE of Enigma rotors
— hidden property
— not hard to detect

26! =~ 834

21 Nicolas T. Courtois, CECC 2020 Zagreb



CECC 2020 Zagreb =

Difficult
to obtain
for the
enemy...

22 Nicolas T. Courtois, CECC 2020 Zagreb

Rotors 26 relative settings




Commercial Enigma [1920s]

INSecure
Combines SeVeraI Reflector  Moving Rotors
perm Utations on 26 Scrambler Unit
characters...
Lamp Board
Keyboard

23 Nicolas T. Courtois, CECC 2020 Zagreb



Rotor Stepping

Regular

Left Middle Right
Reflector Rotor Rotor Rotor

A€ A
IT‘/_\\

—'/

odometer-like

\»—q.‘

+1

24 Nicolas T. Courtois, CECC
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Rotor Stepping

Reflector

Left Middle Right
Rotor Rotor Rotor

Rotating a rotor:
N becomes C'oNoC (p)
C is a circular shift a~b...

**/\N

[~

-®

Proof:

%

«| A
-~@

_ Right rotor
advanced

one positior

Nicolas T. Courtois, CECC 2020°Zag

€eb



Batons/Rods Attack
Used by French/British/Germans to break Rod,pairs
Swiss/Spanish/Italian/British ciphers in the 1930s... P/C pairs
« assumes only first rotor moving Left Middle | Right

26

rotor wiring known Reflector Rotor Rotor | Rotor l
guess which rotor is at right P [E]
guess starting position (26)
guess SHORT crib [plaintext] .
t=0 c=N"'o0ZoN(p) r*’// \\ N
t=0 Z o N(p) = N(c) [ /»-"’

Z is an involution \

t=i Z o C'NC' (p) = C'NC'(c) Z =
~everybody came up with this attack c. 1930 [Batey]
sworked until 1939 [cf. Spanish civil war]
-Germans: avoid the attack since 1929/30

Nicolas T. Courtois, CECC 2020 Zagreb with a steckerboard



Think Inside the Box

| = inputs

Involution
confirms the
key choice

data??? key???

—

like OK or “SAT”

|

O =outputs

27 © Nicolas T. Courtois, 2006-2013



Key Size
About 2380 with rotors 06! =~ 2884

Only 276 when rotors are known.

Same 3 rotors used since 1920s...
until 1945111 BIG MISTAKE.

28 Nicolas T. Courtois, CECC 2020 Zagreb



Zygalski Netz Attack: until 1 May 1940

Left Middle Right
Reflector Rotor Rotor Rotor

Based on “females”:
Cycles of length 1.

ARKASE Tt mosm=sv | HOAINCIIN
T=4 R, o S(x) = S(A) 41
Same key, same input, same output... +3 steps \‘Hm\\

S_1OR1OR4OS AHA

\R/= NToQoN

R, = C3N1C3 0 Qo C3NC3 J;}I N

the same

29 Nicolas T. Courtois, CECC 2020 Zagreb



Conjugation

“Theorem Which Won World War 27,

[I. J. Good and Cipher A. Deavours, afterword to: Marian Rejewski, "How Polish Mathematicians Deciphered the Enigma", Annals of the
History of Computing, 3 (3), July 1981, 229-232]

P and
Q'oPoQ

have the same cycle structure

SToR;0oR,0oS hasa fixed point
<=>

Ry o Ry has atixed point Pty independent on stecker!

30 © Nicolas T. Courtois, 2006-2013



- until 1 May 1940

*Zygalski Attack
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d points for R; o R,
determine the key uniquely...

IXe

Stacking them allowed to

f

Fiz, 6. Ddsgrere of the perfoedied shotd

Nicolas T. Courtois, CECC 2020 Zagreb
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Turing-Welchman Bombe

Works with _
short cycles 50990000

- - (9 ._"l. et
TR TR L 5 R

P ODDD OO K, =
AN D DDDDEL ) I E

ERREpPRBE T
HODDDDDD F}i‘.‘lgg 5

guess/test all 26 IMPORTANT:
possijﬂle S(E) Bombes ASSUMED MIDDLE ROTOR not moving

(large proba for shorter cribs, if fails, repeat...)
R7O Rgo R-' 21D S(E) = S(E)

\

serial connection of several unsteckered Enigmas

32 Nicolas T. Courtois, CECC 2020 Zagreb



Accept — Reject a guess for S(E)
Closed loop ARt &

connection

h+9

llllllllllll

Correct S(E) is a fixed point!

A correct
=>The current comes back to A

Figure 9, The connecti-.:m pattern of a closure,
qqﬂﬂﬁgﬁgmsx5y=sma

\ implemented by the bombe
33 Nicolas T. Courtois, CECC 2020 Zagreb




Turlng AttaCk — 1 CyCIe, 1 ‘Central, Ietter [at place with several connections]
R s

guess S(E)
=>test it

34 Nicolas T. Courtois, CECC 2020 Zagreb



Fact:

Many attacks on Enigma CAN be
improved SLIGHTLY if rotors have good

linear approximations

with A=0, B=1, etc.

Sth. wrong with Rotor Il from 1929.

y:p_ioRHIopi(j) i p'iORmOpi
?
v it2j+1 _| ABCDEFGHI JKLM
10 BDFHJLCPRTXVZ
with Pr = T ' |CEGIKBOQSWUYM
° | DFHJANPRVTXLW

10

with Pr = 3 odd y =B,D,FH,..

EGIZMOQUSWKVE



Full Table of Permuted Alphabets

red/blue
when
y=1+2|+1

j = input col.

y = out. letter

36 Nicolas T. Courtoi
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EDFHJILCPRTXVZNYEIWGAKMUS QO

CEGIERERBOOSWUYMXDHVE ZJIL.TREPIN A

DEFEH JOOANPRVITXI WCGUE Y I ITRSQOoOM=EB

EGCGCIZ2MOOUSWER VBEETDXHJORPNIL.YAC

FHYILNPTRVJUAESOCIWGIOOMEK=ZBD

G EREKMOSOQOU I TZDREVEHPNILJOWYACE

WIILNRPTHSYCOAUEGOMK I VZBDE

O S 0O 0 & W N K O

ITEIMOOSGRXXBPZ2TDENIL JOOHOUOWYACEYN

T I PINRFEFOWAOY S CEMRKIGTVXXZ2BDUH

0

HKOMOEPVZEZINXREBDIL.LOHE SOUOWYXYACTGL

NIL.PDOUYMWOACK I GERT VX Z2BSERHJ

ACA:

KRKOCNTXI.VPZ2ZBJIJHFDOSUOWYAREGIM

B

NEBEBMSWHRUOYA AT GECPRT VX Z2ODE HILJT

e

AT RVJIJTTNXZHFDBOOS UOWY PCEGEKITM

14

ROU I SMWYGECANPRITVOEBEDEJHILZ

f =

PTrHRI. VX FDBAZMOOS UWNACE T GEKY.J

1s

SCOHRUWECAYI. .NPRTVMZBDHE JIOXTO

e [ S

FPrPJOOTVDBZ2XTFIMOOSUIL.YACGE T WHINR

A=

OILrLrSUCAYWIOLINPRTERERXZBFDH VGMOE

Ay

HRTBZ2X VI KIMOOS JIJWYXYAFRECGUFIL.PDIN

=20

OSAYWUHJIIL.NPRIVZDBEBEFTEROCMG

o

REXVITCGCITERERMOOHUWYCAESDJONEBILLEF'P

22

¥WWOUOSEFHJIJLNPGTUVEBZDRCIMARKREOO

=

VTITREGITIEHRMOFEF SUWAYCOBHI.ZJDINEPX

=24

SOIDFEFHJILNERTVZ2XXEBPAGERKR Y T CMOWU

=5

PCEGIFKMDOS UYWAOZFEF JOXHBI.INVTR




Probabilities [O]
Can this happen by accident?

Theorem 5.10 (Rejewski). Let P and Q be two arbitrary permutations on n wires, then
Pand Q"' o PoQ have the same cycle structure.

This result is sometimes called “The Theorem Which Won World War 2™, see [19,
23] or “The Main Theorem of Rotor Encryption”

{1: 1, 8: 1, 17: 1}
A=>B=>D=>H=>P=>E=>]J=>T=>A
C=>F=>L=>V=>M=>Z=> U:)Y:)Q:)I=>R=>w=>U=>K=>x=>S=>G=>C

N=>N Does it look normal?

Theorem 5.11 (Cycle Structure). A random permutation of length at least m contains
on average 1 /m cycles of length m, then O for larger sizes. The expected number of

cycles of length at most m is about In(m ). n(17)=2.8



Probabillities [1]
Can this happen by accident?

y=1+2|+1

26\ 15! a5
10/ 26!

38 Nicolas T. Courtois, CECC 2020 Zagreb

p'oRmop'

ABCDEFGHIJKLM

BDFHJLCPRTXVZ

CEGIKBOQSWUYM

DFHJANPRVTXLW

EGIZMOQUSWKVE



General Case:
Can this happen by accident?

Table 1. Collisions and entropy of one column for selected historical rotors.

rotor name Nb. | code | dates ||[/mS(R)|Ent(R)
Army I 1 EKM | 1930 17 3.95
Army II 2 AJD 1930 19 4.16
Army III 3 BDF 1930 20 4.21
Army I'V-VIII 4-8 1938-39|| 23/24 |=> 4.47
Railway I-III 12-14 1941 23/24 | = 4.47
Japan/Tirpitz 37-44 1944 23-25 | >4.47
Hungary G-111 I-111]12-14 193X 23/24 | > 4.44
Swiss Airforce I-II1 |17-19 1938 16/17 | =3.85
Norway I 20 | WTO| 1945 13 3.46
Norway I1 21 GJL 1945 16 3.80
Norway III 22 | IWF 1945 15 3.66
Norway IV 23 ESO 1945 15 3.80
Norway V 24 HEJ 1945 15 3.80
Zagreb 16081 V 66 |[WMG| 1935 25 4.62

39 Nicolas T. Courtois, CECC 2020 Zagreb



General Case:
Can ImS=25 happen by accident?

Zagreb 16081 V

WMG

1935

(2‘5)

4.62

Or can you win a lottery with the “means” of 192977

Table 2. Probability distrbution of /mS( R) for random permutations

40 Nicolas T. Courtois, CECC 2020 Zagreb

random permutation
T8 9 (10 [12[14 1618120222324 2 |2
2_-27.1 )-113 2-173 L 2-7.74'2—-3'.7 y-11 2-2.7'2_-5.0 LR R R

latin Square<:>2



Differential Cryptanalysis!

Def.

We call a rotor an anti-latin square if for every k the differential

Al=k— A° =k

input output
difference difference
has a non-zero probability. | p'i O R||| op i
ABCDEFGHIJKLM
’ | BDFHJILCPRTXVZ
' | CEGIKBOQSWUYM
° |DFHJANPRVTXLW

41 Nicolas T. Courtois, CECC 2020 Zagreb

EGIZMOQUSWKVE



Differential Cryptanalysis!
Def.

We call a rotor an anti-latin square if for every k the differential

A'=k—>A’=k
input output
difference difference

has a non-zero probability.

we call ImK the Nb.

of impossible k cqllisions
== same as “impossible with k=2,3,5

invariant differentials” \

AYZRZAGHIQHATQ DY



Theorem [our paper]
Latin Square

&

ImS=26
&

I m k=25 *0 —0 always possible
=

Vk+ 0 differential k—k is impossible

43 Nicolas T. Courtois, CECC 2020 Zagreb
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Conclusion

« Between 1929 and 1945 some 66 different rotors were
generated for Enigma machines...

* None of these rotors behave as random permutations!
such result was never shown before

* Rotors also have very strong linear and differential properties.

In general:

It is hard to obtain a latin square [and was never achieved so
far] but you can get close with large Imk value.

« We claim that THE SAME properties hold for all good block
ciphers when the number of rounds is small,
and found explicit recommendations of this type in old state

security archives [details will appear soon]



