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RELATED STANDARDS

= |ISO/IEC 18033-2:2006 (harmonized in Ukraine as DSTU ISO/IEC 18033-2: 2015)
Information technology — Security technigues — Encryption algorithms
— Part 2: Asymmetric ciphers

= Belorussian standard STB 34.101.45-2013
Information technology and security.
Digital signature and key transport algorithms based on elliptic curves




OUR PURPOSE

To create standard for short messages encryption with:

= \Well defined procedures

= Sufficient level of security

= High performance

= With references on correspondent Ukrainian national standards




WHY EDWARDS CURVES?

= The absence of "the point on infinity"
= The fastest addition of points
= Universality of the addition law

= Why don't we use complete Edwards curves? Symmetry: one point defines 7 other




BASIC ALGEBRAIC STRUCTURES

A finite field F,, p=5mod8, with bit length 1(p) = 256, 384, 512, 768.

We define Edwards curve EdW(Fp) over Fp:

EdW(Fp):x2+ay2:1+dx2y2,a¢d,a,d zQ,. (1)

Recommended a=2.

#Edw(Fp) = 4n, n is prime.




DESIGNATIONS

e Security level 1, determines choice of other parameters.

Prime number p with bit length I(p) :Llog2 pJ+1: 2(A +1), determines the finite field F .

Base point P such that ord(P) =n of the curve Edw(F,).

A private key e e F and the corresponding public key Q =eP.

Hash-function H and its id (iH = (0,1,...,1,)), the length of hash-function output is |,
recommended to use DSTU 7564:2014 (Kupyna).

|-bit block and k-bit key x of block cypher with encryption El(f and decryption Dl(,’;)

transformations recommended to use DSTU 7426:2014 (Kalyna).




ENCRYPTION

N

> W

Let M be a message.

Choose a random integer e:1<e<n-1.

Compute the point R=¢P = (xR, yR), set r as a bit representation of x, of the length I(p).
Compute the point T = £Q =(X;, y; ) and set & = x;*’ - the lowest k bit of x; .

Compute t =E'Y (M).

The ciphertextis C =(r ||t).




DECRYPTION

Let C =(r||t) be a cyphertext.
1. Compute u=(1- rz)(a—drz)_1 mod p and root y =+umod p, set R'=(r, y).
2. Compute T'=(x;",y;')=eR"and set x;* - the lowest kK bit of x; .

3. Compute the message M = D (t).




SECURITY ASPECTS

e Torecover key or plaintext isn't easier than to solve CDH or DLP.

e  Encryption algorithm is CPA-secure and CCA-secure,

if the encryption Ey) is CPA and CCA-secure.




RECOMENDED PARAMETERS (A=127)

P 1157920892373161954235709850086879078
5326998466564056403945758400791312963
9501

n 2894802230932904885589274625217197696
3373169931171801824889495879912655174
863

d 24

Xp 6601968239031997106746018989618928059
894553871212359007010535654 7591667484
735

Yp 9255160579431603195550695325517854265
4230428927902613176292157410168256733
483

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE
4D

4000000000000000000000000000000029E
26087789BC2815BDFF97093543CCF

18

91F5DOE7E2D41/7E3108B13B075CDC77
56045F8424479FCFE8F23D27250A0883F

742F27A268641C9D7DDF69892BE3DF3
D8FICC52260B89A4953C8379C7CO0A21
2B




RECOMENDED PARAMETERS (A=191)

P 394020061963944792122790401001436138050
797392704654466679482934042457217714972
10611414266254884915640806627990304669

n 9850501549098619803069/6002503590345126
993481761636166698734240194831149331612
477994593809865442793064 7013059784399

d 532

Xp 378605099923611775822585344176526745571
001455847209534083111347984587035202012
45778680765778587088417324215330090097

Yp 260129509132952349786225203482071189933
725997538504879752092777989029134090282
41947332470756140181331299298796792753

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFF79D

400000000000000000000000000000000000
0000000000000AF905B73674AC7D4AF38
C53331DC208A517DCB3F340EECF

214

FSFC151B6264CB53A4B879AA9A1F4A51
56BBF063B56AAA912617COE4ACEFF15D2
DFA97D9AEF12374A22D22C3B402B2C71

A9027207E88074F4AAFA3D44D4590DD04
BAFBF6AE3D321091F500C783F4707940B
/FSEBDD93325C5391843F9A78526BB1

@



p

Yp

RECOMENDED PARAMETERS (A=255)

134078079299425970995740249982058461274 7936582
0592393377723561443721764030073546976801874298
1669034276900318581864860508537538828119465699
46433649006083221

3351951982485649274893506249551461531869841455
1480983444308903609304410075184051261344573622
0066515147934100158598747475094307363660134140
2240469528982943

269

4304638059767723691843448011416912131787206520
416609456797264784841803531103661784 7132303732
2943652452004529525462264461822135736467276791
4084560567247872

2737479309967709176042361051055657634308979151
4222859156372319061778945606835359017625712614
1281310823616344249693945914310794442807188517
297401383160453

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFRFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFCO5

4000000000000000000000000000000000000000000
00000000000000000000028A3CES2209E2BD49528
82D5574165192C46CO0D0311FEAGBFOFECE/OEEG
3B59F

10D

5230A1EE747050A072BD7319741586EA520388B6
B53094571C821A2FCI9A9E83D56665346B5DB04C
43E75261DBDA512728FAAFAC48AE9260A5A18
4E2933E3A400

53A0D50CC63C9219762F451978 AEF214DBCFCC
3A5CB5EF27124991 A86B42B3A1A832724A0E68

930FDD1DA2E27A540D6B675E4422CA44F529C5
0SFOBAE7DOAS5 {b}



Yp

RECOMENDED PARAMETERS (A=383)

1552518092300708935148979488462502555256886017116696
6111390520380260509526863768863308784088286464 779504
8773069713107320617158004411481439144428727504118113
9204454976020849905550265285631598444825262999193716
468750892846853816048197

3881295230751772337872448721156256388142215042791741
5278476300950651273817159422158271960220716161948762
1932674282778802681788026146710554564634213074757226
6673873710189215026555421968648685297643923148274667
82773958794286583799363

604

7414592163015417742739995704247685823651655013973530
7141241691387533542943079581582488523855373336223684
9221592468135073419283135668359442111349679479307093
4805140050020568751067749490564549387063521359337080
99821096151656645902040

8630690838870352703779229303014938226201844854 738944
4803247757752789774381105862459773058770963055151160
2940926595014026271147153351515528318763965711144202
5109241661579419796590569047188173678489327676185049
09932832278276957883683

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFRFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFRFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFRFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFRFF
FFFFFFFFFFFFFFFFDA45

400000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000
443A2ECAAOEE2AA34439FF2239B2E0A486E21A23CCB
F0266B649F83B9C234F6A0FF/785DACE4C8F581D4D9
6C68345E43

25C

7A4301399505745D99DC7FAFC4E931300E4DC193DF1E
/BA1B579ABDEA4AD2E32BEBFB593B148406544D16D55
85DF369A7AF65C2D6258F48FC8C5D0E42D51EBE8B25
O0B3B1DAB47FC3698FCAAAB86C62CCFE83E887850D09
95A58D41471AB9285BEDS

8ES07CB7494E04A4624223110A0FDBD63CDC40376E47
86FF960B8D39B25E949C96EA40BBC4A59CBIDD902C
CFFEES83BAA7DOFCEGEODIF75742B08A13E29068E39
DCE12816E52FA1411D89C76476012C979D93A863268D
O0D096CC98EE9A894D23
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